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“For great end-to-end
antivirus coverage, with
unigue strengths in outbreak
containment, you need look
no further than Enterprise
Protection Strategy.”

PC Magazine

Windows Server 2003 is the
first Windows operating system
to ship under the Trustworthy
Computing initiative.
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Trend Micro continues its close collaboration with Microsoft Corporation
by offering Trend Micro™ ServerProtect™ 5.56 on Windows Server
2003. ServerProtect is an integral part of the Trend Micro Enterprise
Protection Strategy, a comprehensive approach that enables
customers to minimize the impact of mixed threats to productivity and
information assets.

ServerProtect works closely with core Microsoft technologies to protect
enterprise-level networks supporting Windows Server 2003. It
performs kernel-level scanning for viruses and malicious code via
Microsoft APIs to minimize performance degradation, and uses a multi-
threaded scan engine to enhance the speed of scanning files and to
minimize the impact to the server.

The goal of the collaboration between Trend Micro and Microsoft is to
provide comprehensive security software and services for Microsoft
environments. This relationship sustains integration between
Microsoft’s operating system, database, and server products and Trend
Micro solutions — whether in 32- or 64-bit environments.

Microsoft and Trend Micro recognize that for many enterprises that
have installed Windows NT or Windows 2000, swift, cost-effective
migration to Windows Server 2003 while maintaining server protection
and performance is key to their long-term enterprise IT strategy.

In this white paper we discuss Windows Server 2003 and Trend Micro
ServerProtect and explore how organizations can implement
components of the Enterprise Protection Strategy to efficiently manage
the entire outbreak lifecycle.

Improvements across the board

The Microsoft® Windows® Server 2003 operating system represents a
significant advancement over the Microsoft Windows 2000 family of
operating systems. Windows Server 2003 is the fastest, most reliable,
most secure Windows server operating system ever offered. It
features overall enhancements in reliability, availability, and
manageability, as well as scalability extending to 64 processors.

The Windows Server 2003 family builds on the strengths of Windows
2000 to provide a platform that is more productive, dependable, and
connected than ever before. New and improved file, print, application,
Web, and communication services provide a more robust,
comprehensive platform for your mission-critical business resources.
Integrated features such as the Active Directory® service and
enterprise-class security services allow you to provide secure yet
flexible access to all the resources your users need.

Security

The Trustworthy Computing initiative launched by Bill Gates in January
2002 is based on four pillars: security, privacy, reliability, and business
integrity. Windows Server 2003 is the first Windows operating system
to ship under the Trustworthy Computing initiative.

The security innovations in Windows Server 2003 offer customers a
flexible security experience, providing both a more secure out-of-the-
box foundation and extensive technologies to help customers build,
deploy and manage more secure solutions. Microsoft has made
engineering design changes, adjusted settings to help deliver security
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by default, and delivered new features and technologies that enhance
security for the Windows platform.

Secure by Design. Improved security of Windows Server 2003
reflects Microsoft’s $200 million investment in 2002 to reduce code
vulnerabilities in its platform, modify the development process, and
improve accountability at every level for security. Designed with a
focus on improving security, Windows Server 2003 features a
redesigned 11S, strong authentication protocols such as 802.1x and
PEAP, and the common language runtime to create a safer computing
environment.

Internet Information Services (11S) was redesigned in Windows
Server 2003 to improve security for Web transactions. 11S 6.0
makes it possible to isolate an individual Web application into a self-
contained Web service process, which prevents one application from
disrupting the Web services or other Web applications on the server.
1S also provides health-monitoring capabilities to discover, recover,
and prevent Web application failures. In IIS 6.0, third-party
application code runs in isolated worker processes, which by default
use the new lower-privileged Network Service logon account. Worker
process isolation makes it possible to confine a Web site or
application to its root directory through Access Control Lists (ACL).

Improved network communication security in addition to host
security. To improve the security of wireless communication,
Windows Server 2003 supports strong authentication protocols such
as 802.1x (WiFi) as well as Protected Extensible Authentication
Protocol (PEAP). Internet Protocol Security (IPSec), a suite of
cryptography-based protection services and security protocols, has
been enhanced for stronger LAN data encryption.

The common language runtime (CLR) software engine is a key
element of Windows Server 2003 to improve reliability and help
ensure a safer computing environment. CLR verifies that applications
can run without error and checks security permissions to ensure that
code only perform appropriate operations. CLR reduces the number
of bugs and security holes caused by common programming
mistakes, leaving fewer vulnerabilities for attackers to exploit.

Secure by Default. To secure Windows Server 2003 by default, the
attack surface area has been reduced by creating stronger default
policies (e.g., file system Access Control Lists (ACL)), redesigning IIS,
and reducing the total number of services, the number of services
running by default, and the number of services running as system.

To reduce the default attack surface of Windows Server 2003,
Microsoft disabled 19 services, and reduced several services to run
under lower privileges. For example, in order to reduce the Web
infrastructure attack surface, installing Windows Server 2003 does
not install 11S 6.0 by default—administrators must explicitly select
and install it. When a server is being upgraded to Windows Server
2003, 11S 6.0 will be disabled also. In addition, as IS 6.0 is being
installed, it is configured by default in a “locked down” state. After
installation, 11S 6.0 accepts requests only for static files until
configured to serve dynamic content, and all time-outs and settings
are set to aggressive security defaults. 11S 6.0 can also be disabled
using Windows Server 2003 group policies.

Stronger default settings are used in ACLs, which define the criteria
an operating system uses to protect network resources. For
example, creating the new System Root ACL and setting it as the
default means that users can no longer write files to the root of the
system drive, which prevents certain spoofing attacks.
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Two additional user accounts were created to run services at lower
privilege levels, which helps ensure that a vulnerability in a service
cannot be exploited to take over the system. The new Network
Service account is used, for example, to run DNS Client and all 11S
Worker Processes. Telnet now runs using the new Local Service
account.

Secure in Deployment. In addition to the secure architecture design
and added security features in Windows Server 2003, Microsoft offers
its customers tools, prescriptive guidance, training, and services to
help them deploy a secure connected infrastructure.

Software Restriction Policy (SRP) is a new feature in Windows Server
2003 and Windows XP that gives administrators a policy-driven
mechanism to identify software running in their domain and control
its ability to execute. Using a software restriction policy, an
administrator can confine execution to a set of trusted applications,
thus preventing the operation of unwanted applications, such as
viruses or software known to cause conflicts. A software restriction
policy also could be used to allow only administrators to run certain
programs on shared machines.

Security Configuration Editor (SCE) is designed to help businesses
secure Windows systems operating in various roles and deployment
scenarios, such as a Web server that is connected both to the
Internet and to a secure internal network. The goal of SCE is to help
customers maximize the security of such systems without sacrificing
their required functionality. For example, services (e.g. Fax) that
may not be required for file server role can be disabled.
Administrators can use the Security Configuration Wizard in SCE to
construct security policies for their different types of servers, and
perform Lockdown Testing to verify that systems function as
expected. This tool will be released in the later part of 2003.

Microsoft Audit Collection Services (MACS) is a tool to monitor and
audit systems. MACS collects security events in a compressed,
signed, encrypted manner and loads the events into a SQL database
for analysis. This tool works with Windows XP, Windows 2000
Server, and Windows Server 2003, and uses existing security
technologies to protect against tampering and disclosure during
network transit. It enables the separation of auditor and
administrator roles to ensure that administrators cannot make
changes to audit information. This tool will be released in the later
part of 2003.

Internet Information Services 6.0

One of the key security enhancements in Windows Server 2003 is the
complete redesign of Internet Information Services (11S). Internet
Information Services 6.0 is a powerful Web server available in all
versions of Windows Server 2003 that provides a highly reliable,
manageable, scalable, and secure Web application infrastructure.

I1S 6.0 makes it possible for organizations of all sizes to quickly and
easily deploy powerful Web sites and applications, and provides a
high-performance platform for all applications. Applications built with
Microsoft .NET frameworks are faster and more reliable on 11S 6.0 due
to the integration of the .NET frameworks into the 11S 6.0 process
model. 11S 6.0 features a new fault-tolerant process architecture with
health monitoring that runs all application code in an isolated
environment for maximum reliability and availability.

Web server administration is simplified using an XML-based
configuration file that can be modified without having to stop and
restart the server. 11S 6.0 enhancements such as kernel-mode
caching and “Web gardens” dramatically increase the product’s
scalability and performance compared to previous versions of I1S. In
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terms of security, 11S 6.0 is not installed by default with Windows
Server 2003 and is fully “locked down” when first installed to reduce
attack surface area. The benefits of choosing I1S 6.0 include less
planned and unplanned system downtime, increased Web site and
application availability, lower system administration costs, server
consolidation (reduced staffing, hardware, and site management
costs), and a significant increase in Web infrastructure security.

Scalability

Windows Server 2003 takes the scalability gains on Windows 2000
Server Family to a new height. Windows Server 2003 is designed for
both scale-up and scale-out scenarios. Scale-up scenarios are enabled
by symmetric multiprocessing (SMP) and CC-NUMA (Cache Coherent
Non-Uniform Memory Access) optimizations, and scale-out by the
various types of clustering provided by Microsoft.

Windows Server 2003 scales from single processor solutions all the
way up to 64 processors in a single partition and offers 8-node
clustering with Enterprise and Datacenter Editions. In comparison,
Windows 2000 Server scaled to 32 processors and offered up to 4-
node clustering.

Internal tests indicate that, compared to Windows 2000 Server,
Windows Server 2003 delivers up to 140 percent better performance in
the file system and significantly better performance in various other
features, including Microsoft Active Directory service, Web server,
Terminal Server components, and networking services. Key scalability
enhancements include:

64-Bit Support. Windows Server 2003 offers support for 64-bit
architecture with Enterprise and Datacenter Editions. With 64-bit
architecture, Windows offers scalability up to 64 processors and 512
GB of RAM. Customers can get even more performance and
scalability in high-end database and LOB (line of business)
application scenarios that demand the utmost for memory-intensive
or computational-intensive tasks.

Support for Intel Hyper-Threading. Intel Hyper-Threading
Technology (HT) allows a single physical processor to execute
multiple threads (instruction streams) simultaneously, potentially
providing greater throughput and improved performance. In
general, multithreaded Windows applications perform better when
running unmodified on an HT processor than they do on a similarly
equipped single-threaded processor. Windows Server 2003 32-bit
platforms provide HT support both on architectural and licensing
fronts.

NUMA Optimization. Windows Server 2003 provides enhanced
NUMA (Non-Uniform Memory Access) support. Most Windows
applications will perform optimally without modification on NUMA
systems running Windows Server 2003 due to the automated NUMA
features in the operating system. NUMA support is offered only on
32-bit and 64-bit Enterprise and Datacenter Editions.

Hot Add Memory. This new feature allows ranges of memory to be
added to a compatible computer and made available to the
operating system and applications as a part of the normal memory
pool. This does not require rebooting the computer or other
downtime. Hot Add Memory is offered only on 32-bit versions of
Enterprise and Datacenter Editions.

Reliability and Availability

Reliability and availability are woven into every aspect of Windows
Server 2003 design to provide better customer experience. Key
highlights include:
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8-Node Clustering. Windows Server 2003 supports 8-node
clustering with 32-bit and 64-bit Enterprise and Datacenter Editions.
This is an increase from 2- and 4-node support in Windows 2000
Advanced and Datacenter Servers, respectively. By increasing the
number of nodes in a server cluster, an administrator has many
more options for deploying applications and providing failover
policies that match business expectations and risks. The addition of
8-node clustering offers increased deployment flexibility, particularly
for geographically dispersed cluster configurations.

Majority Node Set. Windows Server 2003 provides the traditional
cluster quorum mechanism, as well as a new quorum resource called
"Majority Node Set." This quorum resource allows server clusters to
be built without using a shared disk as the quorum device. Using
this new quorum mechanism, additional cluster topologies such as
server clusters with no shared disks can be built. Majority Node Set
also makes it easier to build and configure multi-site, geographically
dispersed clusters.

Network Load Balancing Manager. This new utility in Windows
Server 2003 provides a single point of configuration and
management for NLB clusters. NLB Manager can be used to create
new NLB clusters and automatically propagate cluster parameters
and port rules to all hosts in the cluster, add and remove hosts to
and from NLB clusters, automatically add Virtual IP (VIP) addresses
to TCP/IP, manage existing clusters by connecting to them or by
loading their host information to a file and saving this information
for later use, configure NLB to load balance multiple Web sites or
applications on the same NLB cluster, and diagnose improperly
configured clusters.

Datacenter High Availability Program. The Datacenter Program
has been expanded to meet the growing customer demand for
higher availability on Windows. The new Datacenter High
Availability Program strengthens the support and services model,
expands the range of support providers, and merges the Joint
Support Queue (JSQ) with the new Microsoft High Availability
Resolution Queue (HARQ). The improvements to the support and
services model enable vendors to act in a unified, consistent way.
This new model ensures our mutual customers they can achieve the
highest levels of reliability and availability from the Datacenter
Server platform. In addition, the Datacenter High Availability
Support Program has added change management and configuration
auditing services as required practices to participate in the program.

Manageability

Management capabilities delivered with Windows Server 2003 are
designed to simplify and automate the management of Windows
environments while providing the flexibility and reliability necessary to
meet the business needs of customers. Windows Server 2003 includes
new and enhanced management capabilities to address the challenges
faced by customers and improve the manageability of Windows Server
environments. Key highlights include:

Active Directory Enhancements. Active Directory in Windows
Server 2003 provides customers increased flexibility and
manageability. Examples of the enhancements include secure
credential and certificate management to provide a consistent single
sign-on experience; health monitoring visibility to easily monitor
trusts and replication activity; improved interfaces (e.g., multi-select
and bulk-edit users, frequently save used searches, Resultant Set of
Policy (RSoP), new setup wizards and DNS “self-diagnostics”);
domain rename to allow customers to easily rename one or more
already deployed domains and create a different domain-tree
structure; design flexibility via Cross-Forest Trust, enabling
autonomy with interoperable authentication and share files and
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other resources across forests; schema enhancements to easily
redefine attributes or class definitions and deactivate unused or no
longer needed elements.

Policy Based Management. Policy-based management provides
fine-grained control over the definition and enforcement of IT
policies. Policy-based management enables ‘one-to-many’
management, making it almost as easy to manage very large
distributed systems environments as to manage a single system or
user, once the policies have been defined. Windows Server 2003
unleashes the power of policy-based management via improved
Group Policy infrastructure, new and vastly improved Group Policy
management capabilities, and broad support for policy-based
management across server components.

Automated Deployment. Windows Server 2003 includes new and
enhanced capabilities to automate the deployment and
redeployment of the operating system and applications. Remote
Installation Services (RIS) enables fully automated script-based or
image-based deployments to servers and desktops. In conjunction
with Windows PE, the new Windows pre-installation operating
system environment, RIS enables complete automation of highly
customized deployments. The new Automated Deployment Services
(ADS) includes a new set of imaging tools developed by Microsoft
and a secure, remote-able infrastructure for rapidly deploying and
re-deploying servers in high-bandwidth data center environments.
In addition, ADS offers a secure, reliable script execution framework
that lets administrators perform script-based administration on
1,000 servers as easily as they once did on a single server.

Effective User Service Management. InteIIiMirror® — the ability
to provide users with consistent access to their applications, roaming
user profiles, and user data, from any managed computer — even
when they are disconnected from the network, is enabled by
Windows Server 2003 technologies such as Active Directory, Group
Policy, Software Installation, Windows Installer, Folder Redirection,
Offline Folders, and Roaming User Profiles. This also enables
centralized backup of user data and configuration files by the IT
organization. The volume shadow copy capabilities enable
automated point-in-time backups of user data and provide self-
service capabilities to allow users to find and restore lost or
corrupted files. Together, these capabilities result in high levels of
user productivity, satisfaction, and data safety.

Enhanced Security Management. Windows Server 2003 provides
powerful capabilities to establish and manage the security of your
Windows environment. The ability to restrict and delegate rights for
specific administration roles, software restriction policy enforcement,
strong password requirement enforcement, and the ability to deliver
highly managed user environments minimizes the risk of
unintentional or deliberate security breaches. Also included is
Software Update Services (SUS), a solution that enables automated
download of security & critical operating system updates and gives
administrators control over the testing, staging, distribution, and
application of these updates within their organizations.

Scalable Operations Management. Remote administration is
enabled via Terminal Server, Windows Script Host and Windows
Management Instrumentation (WMI), the management
infrastructure that provides access to over 10,000 system objects in
Windows Server 2003 via application, scripting, and command line
interfaces. WMI allows fine-grained discovery, monitoring, control,
and reporting of system and application settings and state. Windows
Server 2003 also includes built-in performance monitoring, logging,
tracing, and system recovery capabilities to enable quick
troubleshooting and resolution of abnormal operating conditions.

Trend Micro ServerPraotect and Windows Server 2003 8
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With the Microsoft Services for UNIX 3.0 product (a separately
licensed add-on), Windows Server 2003 delivers a complete UNIX
environment on Windows and allows IT organizations to leverage
their investments in UNIX scripts and expertise to do unified
management of Windows and UNIX environments.

Windows System Resource Manager (WSRM). WSRM enhances
application availability and quality of service by providing control
over application CPU and memory utilization, making it easier to run
mixed application workloads on a single server. You can use WSRM
to manage multiple applications on a single computer, users on a
computer on which Terminal Services are installed, 11S app pools, or
virtual machines. Managing resources with WSRM improves system
performance and reduces the chance that applications, services, or
processes will interfere with the rest of the system. This aligning of
IT resources with business priorities creates a more consistent and
predictable experience for users of applications and services running
on the computer. WSRM'’s accounting tracks resource usage, which
results in improved understanding of application resource utilization;
this accounting data can serve as the basis for charge backs and
capacity planning. WSRM is offered on 32-bit and 64-bit versions of
Windows Server 2003, Enterprise and Datacenter Editions.

A file server can be a vulnerable, centralized point of information
exchange. Even within the network, users without adequate
protection can inadvertently upload infected files, which can then
spread to other users who access them. Large organizations may need
to consistently monitor, configure, and maintain hundreds or
thousands of individual server machines with minimal time and effort.
Within the enterprise, the ideal antivirus program for file servers needs
to provide centralized management capabilities to simplify the
administrator’s job, including the ability to automatically deploy
software and virus pattern file updates to detect the latest viruses, and
the ability to scale from a simple multi-system network to a large
distributed network.

ServerProtect delivers industry-certified virus protection, scanning and
detection as well as damage cleanup services to remove malicious
code and repair any resulting system injuries. Administrators can use a
single Web-based management console to centrally enforce,
administer, and update the antivirus program on every server
throughout an organization.

ServerProtect employs a three-tier architecture: the Management
Console, the Information Server, and the Normal Server. A normal
server can be any server on the network on which ServerProtect is
installed, for example, a file server or FTP server. The Management
Console is used to configure dedicated Information Servers, which in
turn control the Normal Servers.

Server antivirus history can be displayed in a central log file, which can
be exported to other applications for further analysis. ServerProtect
notifies predefined recipients of virus outbreak and program events.
The figure below displays the ServerProtect Outbreak Alert notification
setup screen:
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Administrators can send notifications in multiple ways - via message
box, pager, printer, Internet email, SNMP trap, or Windows event log.

ServerProtect can be configured to download virus pattern files and
scan engine updates automatically and then distribute them to
designated servers. It uses an incremental update mechanism so that
the designated servers only download the new virus pattern files that
have been added since the last version, which saves download time
and preserves network bandwidth.

FEATURES AND BENEFITS

Centralized Management and Reporting

ServerProtect provides centralized management of multiple servers in
one site from a Windows-based console. The console enables
administrators to deploy programs and updates to servers
simultaneously and monitor server status in real time. Administrators
can also use ServerProtect in conjunction with Trend Micro Control
Manager™, a centralized management console that integrates multiple
Trend Micro antivirus and content security products and services in a
single-console view.

Reliable and Efficient Virus Protection

ServerProtect combines rule-based and pattern-recognition
technologies for efficient virus detection. The scan engine has been
certified by both the International Computer Security Association
(ICSA) and Virus Bulletin (VB) for reliable scanning.

Pattern matching

ServerProtect draws upon an extensive database of virus patterns to
identify known virus signatures using a process called pattern
matching. Key areas of suspect files are examined for telltale signs of
virus code and compared against thousands of virus signatures that
Trend Micro has on record.

MacroTrap

ServerProtect includes MacroTrap™ technology to guard against macro
viruses in Microsoft Office files and templates. Since Macro viruses are
harbored in files that are commonly passed around via email, they are
easily spread. Macro virus code is typically contained as a part of the
invisible template, for example, *.dot in Microsoft Word, that travels
with the document. MacroTrap performs a rule-based examination of
all Macro code that is saved in association with a document.

Trend Micro ServerProtect and Windows Server 2003 10
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Compressed files

Compressed files are sometimes used to "smuggle" viruses into
protected networks or computers. The Trend Micro scan engine can
scan files inside compressed archives. It can even scan compressed
files that are composed of other compressed files - up to a maximum
of five compression layers.

OLE layer scan

Microsoft Object Linking and Embedding (OLE) allows embedding of
Microsoft Office files within themselves, for example a Microsoft Word
document inside an Excel spreadsheet, which in turn is embedded in a
PowerPoint presentation. While OLE offers a large number of benefits,
it can lead to infection. To address this issue, Trend Micro added a new
scan feature, OLE Layer Scan.

IntelliScan

IntelliScan is a new method of identifying which files to scan that is
both more secure and efficient than the standard "Scan all files"
option. For executable files, for example, .zip, .exe, the true file type is
determined by the file content. In the event that a file is not
executable, for example, .txt, IntelliScan will use the file header to
verify the true file type. One of the benefits of IntelliScan is that scan
time is significantly less than that of other file scans. This is because
only the files with a greater risk of being infected are scanned.

ActiveAction
ActiveAction is a set of pre-configured scan actions that can be
performed based on different types of viruses and malware.

Real-time scan and on-demand scan

ServerProtect features two powerful scan functions: Real-time Scan
and Scan Now. Real-time Scan runs continuously on a server. All
“open/close” file events on the server are monitored and infected files
are prevented from being copied to or from the server. Scan Now is a
manual virus scan and can be used to check a machine that is
suspected of being exposed to a virus or about which immediate
information is required.

Central deployment and updates

A successful antivirus policy depends on the deployment of program
files, scan engines, and pattern files that can deal with the latest virus
threats. ServerProtect enables administrators to develop a deployment
scheme based on their specific enterprise network topology.
Administrators can also install ServerProtect software to new servers
via the Management Console. This efficient approach simplifies the
maintenance of Trend Micro software and reduces the total cost of a
network's antivirus security.

Scalability

If there are multiple ServerProtect Information Servers installed on a
network, administrators can use Trend Micro Control Manager to
collectively manage all servers. In keeping with other Trend Micro
enterprise products, ServerProtect is designed for complete integration
with Trend Micro Control Manager. In addition, other Trend Micro
products, for example, OfficeScan™ and ScanMail™ for Microsoft
Exchange can be jointly managed via Trend Micro Control Manager.

24x7 Antivirus Support

TrendLabs, Trend Micro's global antivirus research and support center,
backs Trend Micro products with timely, high-quality service. A team of
engineers works around the clock to monitor virus activity, develop
information on new threats, and deliver effective solutions.

Throughput Compared to Windows 2000
Enterprises upgrading to Windows Server 2003 will not have to
sacrifice performance in order to ensure platform security.

Trend Micro ServerProtect and Windows Server 2003 11
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ServerProtect maintains its outstanding Windows 2000 scanning
performance on Windows Server 2003, providing consistent results
across mixed data types, including compressed and archived files.

Trend Micro conducted ServerProtect performance tests using the
following data profiles:

1. Document files
Microsoft Word and Excel files (861 MB total)
2. Document and graphics files
The document files described above and JPEG files (965 MB total)
3. Document, graphics, and compressed files
The document and graphic files described above and ZIP files
(1212 MB total)

The following table lists the results:

Platform Profile 1 Profile 2 Profile 3
Windows 2000 SP3 6.89 Mbps | 7.48 Mbps | 8.85 Mbps
Windows Server 2003 6.83 Mbps | 7.31 Mbps | 8.42 Mbps
Enterprise Edition, build 3790

Today’s enterprises are highly dependent on global, distributed
computing environments to streamline operations, increase efficiency
and reduce costs. Organizations are also burdened by the proliferation
of mixed-threat attacks that can target multiple points on the network
and leave unseen trails of damage and the potential for re-infection.
For the IT security administrator, dealing with viruses and other
malware has moved beyond detection to encompass minimizing the
damage and costs of an outbreak through a systematic strategy for
prevention, detection, and cleanup.

ServerProtect is a key component of the Trend Micro Enterprise
Protection Strategy, an industry-unique approach to antivirus and
content security that addresses mixed-threat attacks through
coordinated delivery of products, services and expertise throughout
the outbreak lifecycle. The outbreak lifecycle, the process that
customers undergo in response to new security threats or outbreaks,
consists of three primary phases — outbreak prevention, threat-based
scanning, and assessment and restoration.

When an outbreak occurs, Outbreak Prevention Services enable IT
security administrators to receive policy recommendations from Trend
Micro. These policy recommendations are designed to thwart new
viruses and contain the spread of virus attacks until a fully tested
pattern file is available.

The Outbreak Prevention Service, a subscription-based service
implemented through Trend Micro Control Manager, also provides
administrators with information on new attacks as soon as they are
identified. It sends a notice to every client machine, enabling the
Outbreak Prevention mode. Systems in Outbreak Prevention mode can
then be configured to block shared folders and specified ports, and/or
to deny writing certain file types to specified directories, further
containing the threat.

Once a new pattern file has been issued to detect the specific threat,
ServerProtect’s centralized architecture enables the rapid, automated
deployment of the latest protection to all installed servers, ensuring
consistency and speed at the threat-based scanning phase. Trend
Micro’s response times to new threats are also backed by an optional
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Virus Response Service Level Agreement, offering a penalty-backed
two-hour response guarantee.

Today the process of cleaning the network of virus remnants is
incredibly time-consuming and expensive, because most networks rely
on a manual cleanup and restoration process. The Trend Micro
Damage Cleanup Services component of the Enterprise Protection
Strategy provides cleanup and restoration policy templates targeting
damaged registries, infected files in memory, and Trojan virus
remnants, which, left undetected, could potentially re-infect the
network.

The services described above can be centrally managed through the
Outbreak Commander console found within Trend Micro Control
Manager. Outbreak Commander acts as a central command center for
outbreak management-related tasks within a single interface, including
the ability to automatically download and deploy policies set forth by
services such as Outbreak Prevention Services.

Outbreak Commander Scenario

The following procedure presents a visual example of using the
Outbreak Commander to configure an outbreak prevention policy for a
remote installation of ServerProtect on Windows Server 2003.

Note. This example is a brief overview and not meant to provide
technical instructions for live system configuration. For technical
installation and configuration details for Trend Micro Control Manager
and ServerProtect, please see the appropriate product-specific
documentation.

1. Ensure that Trend Micro Control Manager is configured to
manage ServerProtect.
Click the Product link in the top menu bar. In the left frame of
the Product page, expand the management hierarchy tree to
display the ServerProtect node. The green circle-white checkmark
icon indicates that the Trend Micro Control Manager is
communicating with the ServerProtect installation properly.

| 3 Trend Micro Control Manager 2.5 - Microsoft Internet Explorer =15

Fle Edt Vew Favortes Tools  Help ‘

Bk + = - @D [7] G| Dusearch (Favorites £ BHistory | Byr S

Address [ @] Managerfcorbinfdm_himipage -l inner _ouer L alosai e o] @ |

TREND MICRO
Control Manager outbreak Alert

Home | Outbreak Gommander | Products | Gomputers | Reports | Administration

Signed in as: administrator | Sign Out
Q search  @Refresh  Proguct Directory
Products

Add/Remove Product Agents Products
Directory Manager
Product Birectory Summary
=2 roduct Directong Ghange summary ta [ons vask =] 0|

Summary fram 2003-03-31 23:00:00 to 2003-04-07 15:39:30
Antivirus Summary

By Roatfalder

Adion Cleansd  Delsted  Quarantined  Passed  Renamed  Other Faillad  Total
Virus count o o o o o 0 a o

Cantant Sacurity Summary

Action Deleted Attachment Stripped Forwarded Delivered Postponed Quarantined Other Tatal

Viclation count O 2 Q cl Q

Web Security Summary

Action File web Mail  Web URL  Jaes/Ve  True File  User  Other Total
Name site Server  Pattern  Script Type  Defined

Vislation count 0 i i i i i i LI]

Componant Status

Gomponent Latest Version Out-of-date  Cument  Total
Viras pattern 506
Spam Rule 225

Seanengine kD 6.150

32 bit DLL(NT/2000) 6510

NTED 6.510

LM 61150

Solaris/SPARC s.600

sl L

&] hittp | ncmjcommoncoifseriet] [ Local intranet

2. Start the Outbreak Commander.
Click the Outbreak Commander link in the top menu bar. The
Outbreak Commander page displays a list of available policies. If
the policy you need is not displayed, click the Update Now link to
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download new policies. Select the policy you want to configure
and click the Outbreak Prevention Wizard button.

E rosoft Internet Explorer E I [ 53

Fle Edt Vew Favortes Tools Help ‘
dBack + D+ @ [F] A @Qoearch [lFavories (BHistory | By S

Address [@] htpifjtmen oi-bindm_htrpage i~ ity Jevel-1teancy] @G0 | |Unks >

TREND MICRO .
Control Manager Help | Support | Security Info | Abaut

Home | Outbreak Commander | Products | Computers | Reports | Administration

Signed in as: administrator | Sign Gut

Outbreak C Quibreak
History outbreak Commander @ H
Policy Update
Qutbreak Cormmander helps you secure your network during virus outbreaks, before new virus patterns
Scheduled Undate ecome available. Use this wizard to apply the appropriate outbreak prevention policy to pour antivirus
Update Now and content security products,
Te learn mere about the Cutbreak click Qutbreak Tuterial

Outbreak Alerts

Active Policy

Update Status

 Current version: Engine(6.150) | Pattern(289)
 scheduled policy download: OFF

« Autamatic application of new policies: OFF
Download new policy: Updste ow

Outbreak Prevention Policies

: iveq Required
Policy LastEnabled Risk  Dehvery g:;;:":‘* vws g

& PE_NIMDAE n/a Medium Email 5.5 161 Visw

 VBS_BUBBLEBOY nfa High  Email 5.5 161 View

( VBS_LGVELETTER nfa High  Email 55 161 View

(~ WITM_MELISSA nfa High  Email 55 161 View i

(~ WORM_ENPLOREZIP nia High  Email 55 161 view

~ WORM_SIRCAM.A n/a High Emnail 55 161 View

Outbreak Pravention wizard
oo T

Local ntranet

|
Z

3. Review threat information.
The Outbreak Commander displays threat information about the
subject of your prevention policy. Review the information and click
the Start button to begin configuration.

| 3 Trend Micro Control Manager 2.5 - Microsoft Internet Explorer B -8 %]

Fie Edt Wiew Favortss Toos Help

Bk - = - @D (2] @ @oeach GiFavores (BHstory | By- S

actress [B1 _himipage ip=localhostamit_nner _outer, ey ) 73s9527] @Ga ||unks |

TREND MICRO
Control Manager Help | Support | Sacurity Info |

Home | Outbreak Commander | Products | Computers | Reports | Administration

signed in as: administratar | Sian ut

Outbreak Commander Outgreak Commaner
Histore
(ol e oOutbreak prevention policy: PE_NIMDA.E @
Scheduled Update
Update Mow Start the Outbreak Prevention Wizard to apply the selected outbreak prevention pelicy, This wizard allows
wou to view Trend Micro's recommended settings, and to modify them according to the needs of your
hetwor.

[start | _cancel

Threat Information

PE_NIMDA.E iz 5 fast-spraading Intamet worrn and fils infactor that arives vis email, 3 an

hrnart called SAMPLE EXE. It srmploys seversl infaction machanizms and exploits ssveral known
uulnerabilitiss. Similar to the orginal uariant, PE_NIMDA.&, it haz four modss of prapagation: thraugh
email, through network shared drives, through un-patched 113 seruers, and through file infaction. The
main differance bewaan this varisnt and PE_NIMDA.A ara the names of thres of it= dropped filas,
Hawaver, similar ta the original variank, the name of the dropped executables are names of valid
systam files.

Eoone [l

Local intranet
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The Prevention page allows you to specify the number of days to
keep the policy active, the Prevention stage (when the policy
should be deployed), and the entry points this policy should block.
Configure the details and select the entry points, including
ServerProtect for Windows, as required. Click the Next button

to continue.

tmcmy/ContralManager,

| Ble Edit Yew Favoites Toos Help

in/dm_htmipage_cgi.exe?pageid=1&mef_ip=localhostamtf_inner_port - M

TREND MICRO
Control Manager

Home | Outbreak Gommander | Products | Computers | Reports | Administration

Outbreak C.

Signed in as: administrator | Sign Out

@ |

< previens o

€ Block viruses at their entry-points

How long do you want this
Policy duration: [ o

slicy to be activa?
days
How should the Prevention stage be applied?

Outbreak C

History Outbreak prevention policy: PE_NIMDA.E

Policy Updste
Scheduled Update O Frevention Hotification Sermming Update
Updats Now

Use the settings recommendad by Trand Micro, or modify them accarding te the needs of your netwark,

account can access.
What entry-points should be blocked by this policy?

¥ [ rnterscan Messaging security suite for Windows

™ [ Interscan essaging Security Suite for UNIX
¥ [ InterScan eManager

¥[8 scanMail for picrosoft Exchange

I [# scanmail for Lotus Notes

% B scanmail eManager

™ [l gatelock torporate Edition

I [ Interscan WebProtect for 1CAR

¥ [ serverprotect for Windows

I [ officescan corporate Edition

™ B firewall Management-Netscreen

&ome

Deployment plani [Deplay to All Immediately (Outbreak-Prevention] x|
Policy settings will be applied to products in the deplopment plan that your user

5. Configure Notification details.

=l
7

[ [ |28 Local intranet

The Notification page allows you to send outbreak-prevention
status information to pre-configured user and/or group recipients
via email address or pager. Select the recipients and configure
message details, then click the Next button to continue.

/3 http://tmcm/ControlManager,/cai

| Ble Edit Yew Favoites Toos Help

in/dm_htmlpage_cgi.exe?pageid=18&mtf_ip=localhost&mtf_inner_port - M

TREND MICRO
Control Manager

Home | Outbreak Gommander | Products | Computers | Reports | Administration

Outbreak C.

Signed in as: administrator | Sign Out

@ |

© send notifications about this outbreak

in your messages, refer to Customnizing Notificstion Meszagas.

Who will receive notifications?
Choose recipients from among existing users

Users and aroups

Recipient list

~—Group List
Unexpected_Event
Update Evert

- Graup List -
Virus_Event

-es User List ==
== User List -
Administrator

How will recipients be notified?
[ Email
Subject

[Cortral Manager: Sutbreak Commander alert

Message: [ovar
[Outbreslc Commander has been started on (%omserverse).
[Respired scan engine: %egnver%

[Recuired virus paterm Septrver%

[Evert datetime: Stime% |

I” Pager
Message:|

<< Pravious Mext>> | cancel

Outareak C
History. oOutbreak prevention policy: PE_NIMDA.E
Policy Update
Scheduled Update
Prevention Motification Scannins Update
Update Now o e 2 i

Send notifications to relevant individuals and araups, For infarmation about variables that you can include

&ome

6. Configure Scanning details.

[ [ |28 Local intranet

=l
7

The Scanning page allows you specify the deployment plan and
products for real-time scanning. Select the deployment plan and

Trend Micro ServerProtect and Windows Server 2003 15



N
I,IH

Windows Server 2003

product, including ServerProtect for Windows, as required,
then click the Next button to continue.

n_htmlpage_cgi.exe?pageid=1&mrf_ip=localhostdmtf_inner_port - Micre
| e Edt wen Favortes Tods el

TREND MICRO

Control Manager

Home | Outbreak Commander | Products | Computers | Reports | Administration

Outbreak C.

signed in as: sdministrator | Sign Ut
Outhreak C:
Histary
(el Ui Outbreak prevention policy: PE_NIMDA.E @
Scheduled Update
Update Now

O Freventon @  rotfication o

© Enable Real-time Scan

Seanning Update

Rasl-tima zcanning will ba configurad an the praducts that you salsct balow. Ta manitar the pragrase of
the request, dick Command Details in the response screen.
How do yau want the Scanning staga to ba applied?
Deployment plan: [peploy to All Immediately (Outbreak-Scanning)
Policy settings will be applied to products in the deployment plan that your user
account can aceess.
Which products do you want to enable Real-time Scan on?

7 Interscan VirusWall for Windows

[% scantail for Microsoft Exchange

™ scanMail for Lotus Notes

¥ serverprotect for Windows /Netware

¥ officescan torporate Edition

<< Pravious Hext >> | cancel

&] Done

[ [ B tocalintranet 7

7. Configure Update details.
On the Update page you can set a schedule for downloading virus
patterns, scan engines, and outbreak prevention policies for the
duration of the current policy. Specify how often to check for

updates and how to deploy them, then click the Finish button to
complete the process.

cm/ContralManager;/cgi-bin/dm_htmlpage_cqi.exe2pageid=1&mef_ip=localhost&mif_inner_port - Micro o [=] 23]
| Ble Edit Yew Favoites Toos Help

TREND MICRO
Control Manager

Home | Outbreak Gommander | Products | Computers | Reports | Administration

Signed in as: administrator | Sign Out
Outbreak C. Outreak ¢

Histary
boliey Updei Outbreak prevention policy: PE_NIMDAE

@

Scheduled Update
Undate Now

© revrton @ roticton @
i || e

€ Obtain updates az zoon as they are available

Scanning O  Update

Use the following abbrauisted update scheduls to downlaad uirus patterns, scan engines, and outhrask
prevention palicies for the durstion of this pelicy. Your nermal Scheduled Dewnload settings will not be
sffacked

Component  Current Yersion Required Yersion
Sean engine: &.150 s

Virus pattems 289 161

How aften do you want to check for updates?

Repeat interual: [Every 10 minutes v

Source:
& Internet: Trend Micro update server

 Other source:

—

.., httpifF trend

How do you want to deploy the updates?
G Immediately to sl destinations

¢ According to 2 Depleyment Plan

Deployment plan: [Deploy to All Entities How (Befault) =

<< prauious | rinish | | Caneal

&ome

NI

[ [ [EE rocalntranet
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Configure Notification details.

The final page displays details about the configured policy. From
here you can view the status of the policy (including virus activity
history), view and modify policy details, stop the policy, among
other operations. To return to this page in the future, click the
View link in the More Info column of the Outbreak Prevention
Policies table on the Outbreak Commander main page, as
displayed in step 2 of this procedure.

im_htmipage_cgi.exe?pageid=18mrf_ip=localhost&mrf_inner_port - M Py [ 59

Fle Edt Yew Favortes Tools Help ‘

SBack v+ = - @ [2] G| Qusearch GFavorites cHistory | Byr S

TREND MICRO
Control Manager

Home | Outbreak Commander | Products | Computers | Reports | Administration

Products -
Add/Remave Product Agents  guthreak Commander @
Directory Manager

5 Frodust Direstary and content security products
[+ Rootfolder To learn more about the Cutbreak click Qutbreak Tutorial,
2 New entity

Temp Outbreak Alerts

Signed in as: administrator | Sign Out

O seach  @Refresh  Outpreak Commander

Outbreak Commander helps you secure your netnork during virus eutbreaks, befare new virus patterns
becamne available. Use this wizard to apply the appropriate outbresk pravention pelicy to your antivirus

Active Polic
Issuzd by: Adrinistrator | View Status

> Delivery Required  Required ¥irus  More

ey [D=Em]) Risk  pathod Engina Pattam Info

PENIMDAE  04f07/2003  Mediur Email .5 161 visu
01:76:53 PM

Madify Policy Stop Policy

Update Status
& Current version: Engine(6.150) | Pattern(289)

« Scheduled policy download: ON

 Automatic application of new policies: OFF

Download new policy: Updsts Now

Scan Products

Use the updated scan engine andfor virus pattern ta scan vour network,
s Scan Now

&] Done

Sl

[ [ B tocalntranet
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The Trend Micro Enterprise Protection Strategy helps minimize the
impact of threats to the productivity and information assets of
enterprises upgrading to Windows Server 2003. By preventing the
spread of attacks, quickly deploying scanning solutions, and
automating damage assessment and restoration processes, enterprises
will maintain both platform security and system performance while
managing the needs of long-term security strategies.

Trend Micro ServerProtect delivers innovative real-time virus
protection for Microsoft file and application servers. Featuring a three-
tier architecture, ServerProtect can be deployed and managed through
a centralized, Web-based management console, and can scale from a
simple multi-system network to a globally dispersed organization.

Through Trend Micro Control Manager, IT security administrators can
consolidate ServerProtect with other Trend Micro solutions across the
network and deliver policies for outbreak prevention along with the
latest scan engines and virus pattern files to quickly and consistently
minimize the impact of new threats. Within ServerProtect,
administrators can minimize damage via port-blocking and deny-write
and shared folder blocking capabilities; they can also deploy cleanup
templates through Trend Micro Damage Cleanup Services to remove
remnants of an attack from systems during the restoration phase.

ServerProtect enables not only the technology, but also the necessary
strategy and services to effectively protect an enterprise relying on
Windows Server 2003 for superior operational performance.

Microsoft, Windows, Windows NT, BackOffice, SQL Server, Windows

2000 and Windows Server 2003 are either registered trademarks of

Microsoft Corporation in the United States and/or other countries. All
other trademarks are held by their respective companies.

Trend Micro, ServerProtect, OfficeScan, ScanMail, TrendLabs and the t-
ball logo are trademarks or registered trademarks of Trend Micro
Incorporated. All other company or product names may be
trademarks or registered trademarks of their respective owners.

The information contained in this document represents the current
view of Microsoft Corporation on the issues discussed as of the date of
publication. Because Microsoft must respond to changing market
conditions, it should not be interpreted to be a commitment on the
part of Microsoft, and Microsoft cannot guarantee the accuracy of any
information presented after the date of publication.

This document is for informational purposes only. Microsoft makes no
warranties, express or implied, in this summary.

© 2003 Microsoft Corporation. All rights reserved.
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