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Securing Your Web World

Trend Micro™

InterScan™ Messaging Security Virtual Appliance
Hybrid SaaS Email Security 
Block inbound threats, protect outbound content, cut costs and complexity

More than 90% of all email is spam. And even your savviest employees  
can click on a malicious link, exposing your enterprise to cybercrime.  

Trend Micro™ InterScan™ Messaging Security Virtual Appliance, is a hybrid SaaS email 
security solution that integrates proactive protection in the cloud with the privacy and control  
of an on-premise, virtual appliance. 

In-the-cloud security reduces inbound email volumes up to 90% by blocking spam and 
malware outside your network. This SaaS security is integrated with the VMware Ready  
virtual appliance at the gateway allowing flexible control over sensitive information. And  
local quarantines ensure your email stays private. No email is stored in the cloud. With  
Trend Micro’s hybrid SaaS email security you can reduce complexity and overhead to  
realize significant cost savings.  

Purpose-built SaaS-in-the-cloud security

• �Trend Micro™ Smart Protection Network™ cloud security infrastructure stops threats before
they reach your enterprise 

     - Web reputation blocks access to malicious websites
     - Email reputation stops unwanted email

• Layered anti-spam composite engine provides comprehensive filtering 
• Industry leading anti-malware ensures email and attachments are virus free 

On-premise VMware Ready virtual appliance

• Customizable rules for scanning inbound and outbound emails and attachments 
• Flexible policies to target senders or recipients by company, group, or individual
• Supports data loss prevention, regulatory compliance and corporate governance

HYBRID SAAS EMAIL SECURITY

Protection Points

• Messaging gateway

• Internet cloud

Threat Protection

• Blended threats 

• Data loss 

• Inappropriate content

• Malicious web links

• Phishing 

• Spam and bots 

• Spyware 

• Viruses
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Better Together: Integrated Hybrid SaaS Email 
Security. Trend Micro’s integrated hybrid gives 
you one unified console to manage and report 
on inbound SaaS services and outbound Virtual 
Appliance content control.

KEY BENEFITS

• Minimizes risk with real-time, 
  proactive protection

• Saves resources by stopping spam in 
  the cloud, outside your network 

• Protects employees from malicious links 
  and malware 

• Prevents data loss and compliance risk

• Lowers management and overall costs

• Furthers datacenter consolidation 
  initiatives



KEY FEATURES

Inbound in-the-cloud email filtering

•  Lowers email volumes to your gateway by filtering all email in the cloud 
•  Reduces datacenter footprint and lowers staff time
•  Deploys new capacity quickly where needed 
•  Provides Service Level Agreement for email traffic uptime

Real-time protection from evolving threats

•  Web reputation checks embedded URLs to see if websites contain malware
•  In-the-cloud threat correlation improves accuracy and responsiveness
•  Email reputation blocks spam sources and rogue “fast flux” service networks
•  Integrates multi-tiered antispam and reputation filtering technologies with anti-malware

Single management console for customization and control

•  Centralized management from a single console for in the cloud and on-premise virtual appliance
•  Supports customizable policies and granular, rule-based filtering with on-premise virtual appliance 
•  Maintains privacy and control with on-premise email quarantines
•  Outbound filtering of sensitive content (encryption optional) supports compliance
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Deployment Options

• VMware Ready Validated Virtual 
  Appliance: Rigorously tested and 
  validated by VMware, the only messaging  
  gateway solution to achieve VMware  
  Ready validation. Supports VMware  
  ESX or ESXi v3.5 and vSphere

  Learn more

• Software Appliance Platforms 
  Certified by Trend Micro: Through 
  extensive testing and validation, Trend  
  Micro certifies platforms for compatibility  
  with Trend Micro software virtual  
  appliance solutions. For a list, see:

  Certified server platforms
 

Trend Micro ENterprise SEcurity

• Messaging Security Solutions

Expand Your Protection

• Trend Micro™ Enterprise Security Suite

• Trend Micro™ Enterprise Security
   for Gateways

#1 Antispam

InterScan Messaging Security stopped 
the most spam in an independent
comparison test by West Coast Labs.

Virtualized deployments
via Hypervisor technologies

Virtual Appliance

Packaged, deployed, maintained  
and patched as a unit

“Bare-metal” installation with 
tuned, security-hardened OS

Software Appliance

• InterScan Messaging Security
• Hardened, optimized Linux OS
• Installation Wizard

InterScan Messaging Security Virtual Appliance

MINIMUM SYSTEM REQUIREMENTS

Server Platform Compatibility

• Virtual Appliances: Support VMware ESX/ESXi v3.5 and vSphere
• Software Appliances: For the latest Certified by Trend Micro platforms, please see 
  www.trendmicro.com/go/certified

Minimum Hardware Requirements 

• Two Intel™ Xeon processor
• 4GB RAM
• 120GB of disk space

Recommended Hardware Requirements 

• Four Intel™ Xeon processor
• 8GB RAM
• 250GB of disk space

http://www.vmware.com/appliances
http://us.trendmicro.com/imperia/md/content/us/pdf/partners/certifiedbytrendmicro/trendtested_hw_matrix.pdf
http://us.trendmicro.com/us/solutions/enterprise/security-solutions/messaging-security/index.html
http://us.trendmicro.com/us/products/enterprise/security-suite/index.html
http://us.trendmicro.com/us/products/enterprise/security-for-gateways/index.html
http://us.trendmicro.com/us/products/enterprise/security-for-gateways/index.html
http://us.trendmicro.com/imperia/md/content/us/pdf/products/enterprise/interscanmessagingsecuritysuite/es02_wclantispamrpt_090130us.pdf
http://us.trendmicro.com/imperia/md/content/us/pdf/products/enterprise/interscanmessagingsecuritysuite/es02_wclantispamrpt_090130us.pdf

